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Abstract

Encryption, or the art of concealing information,
dates back thousands of years. Julius Caesar used
his “Caesar Cipher” to encrypt messages in govern-
ment and military communications. The Germans
used their Enigma Cipher in World War II to en-
cipher messages. Encryption today is used in bank
transactions, online auctions, protecting account in-
formation, surfing the web, and many more applica-
tions.

However, encryption only hides what is being said.
It does not hide who is talking to whom. This in-
formation by itself can be used to one’s advantage
or disadvantage. Consider the case of a company
whistleblower who fears the backlash of her superiors
or losing her livelihood. A citizen trying to report
a crime would fear personal injury if their privacy
was compromised to the perpetrators. Computer ad-
ministrators often keep logs of user activity, either
as a matter of security or as instructed by superi-
ors. This allows tracking of online activity, as a re-
sult users may fear scrutiny, or betrayal of person in-
formation. Compromised computers on the internet
are able track all communication passing through it.
This again compromises personal information, which
may cause personal harm, economic loss, unpopular
sentiment, or a combination of these.

This paper is survey of popular anonymous pro-
tocols on the internet. What methods are available
and do they work? Anonymous communication is dis-
cussed starting with the Mix based systems such as,
Onion Routing, Crowds, Anonymizer, WebMIXes,
and Hordes. Broadcast protocols and DC-Nets are
discussed including Herbivore, and P°. Performance
of the protocols is given and classes of vulnerabilities

and attacks are discussed.

1 Why Anonymity?

Anonymity is very useful when a person desires to
protect their identity from discovery. Anonymity is
desired by anyone who fears retaliation, discrediting,
unpopular sentiment, or simply desires privacy.

Anonymity finds uses in corporations for whis-
tle blower cases; in law enforcement for anonymous
crime tip lines [10]; in universities for course and fac-
ulty evaluation; in government for political discussion
[1] and voting; in resturaunts for customer feedback;
people giving advice [13]; and many other uses.

Perhaps the strongest support for anonymity
comes from the 1995 Supreme Court case of McIntyre
vs. Ohio Elections Commision [1]. Margaret McIn-
tyre, being against a proposed tax levy by Blendon
Middle School in Ohio, created pamphlets stating
her opposition, distributing some with her name,
other anonymously. The levy eventually passed on
its third attempt, however the Ohio Election Com-
mision found her in violation of Ohio Election Code
3599.09:

“no material shall be distributed about an election
that may sway its outcome without said material hav-
ing a person or business responsible for the material.”

Mrs. Mclntyre was fined $100, at which point she
appealed, the case eventually reaching the Supreme
Court. The Supreme court ruled in favor of Mrs.
Mclntyre stating in the majority opinion written by
Justice Stevens:

“The decision in favor of anonymity may be mo-
tivated by fear of economic or official retaliation, by
concern about social ostracism, or merely by a desire



to preserve as much of one’s privacy as possible.

... Anonymity is a shield from the tyranny of the
majority. It thus exemplifies the purpose behind the
Bill of Rights, and of the First Amendment in partic-
ular: to protect unpopular individuals from retalia-
tion - and their ideas from suppression - at the hand
of an intolerant society.”

The internet is critical part of our daily life, used
by millions to communicate, however it is a shared
medium. Spyware, untrusted routers, packet snif-
fers, trojans, and wire tappers make any information
transmitted over the internet susceptible to capture
and analysis. Encryption may hide what is being
said, anonymity hides who is saying it.

The ultimate goal in anonymity is to make it ap-
pear to an outside observer that no communica-
tion happened at all. The internet being a shared
medium, we realize this is a reality which may never
happen.

In leiu of this, we strive for sender anonymity, re-
ceiver anonymity, and sender-receiver unlinkability.
From an observer’s point of view this is attained if
she cannot identify the sender, identify the receiver,
or link the sender to the reciever.

When describing anonymous protocols, a partic-
ipant is any entity in the protocol, an initiator is
used interchangably with sender and is the origina-
tor of a message, the recipient or receiver is the in-
tended recipient of the initiator’s communication. An
anonymity group is a set of participants working to-
gether as defined in each anonymous protocol.

The layout of the remainder of the paper is as fol-
lows. Section 2 provides a survey on the anonymous
communication protocols available. A description of
each protocol and its inner workings is described.
Section 3 provides notes on performance, while sec-
tion 4 provides vulnerabilities and attacks.

2 What’s out there?

The internet, being a shared medium, does al-
low others to capture and analyze communications.
However, by utilizing this shared medium, forming
groups, we can hide our identity within the group.
Much as a single conversation is difficult to hear in a

crowded room, groups of participants form the driv-
ing force behind anonymity. Anonymous protocl can
be classified into two broad categories, those using
Mixes, and those using broadcasts or DC-Nets.

2.1 Mixes

David Chaum’s seminal 1981 paper defined a method
to anonymously send pieces of mail to other partici-
pants using “Mixes” [7]. A Mix accepts pieces of en-
crypted e-mail for delivery from many sources, holds,
re-sorts, possibly introduces null mail, rewrites the
from address, and possibly sends the mail to another
mix for delivery. The end goal is each piece of output
mail is equally likely to have come from any original
sender. Generically, Mixes need not accept only e-
mail, it will become clear from the context what the
Mixes in each protocol accept. The following anony-
mous protocols base their anonymity on his work.
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Figure 1 The “Mix” function
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2.1.1 Remailers

The aptly named “remailers” are directly based on
David Chaum’s work and are the most direct imple-
mentation of his work.

Cypherpunk [14, 15] was the first remailer avail-
able and is commonly referred to as a “Type 1”7 re-
mailer. Cypherpunk is the simplest of all remailers,
they simply strip identifying information and forward
the message to a recipient or another remailer in a
first-in-first-out basis. If a sender wants to send a
message through a chain of remailers it is up to the
sender to form this chain.
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Table 1: Protocols discussed, what types of anonymity they offer, and their application.
fInternet here is used to denote the protocol is suitable for any internet application subject, subject to each protocol’s implementation

Type 1 remailers have a few problems. They do not
address return addresses. To return mail, the recipi-
ent would a priori need to know the sender’s address,
or the sender would need to include their address.
This jeopordizes the sender’s anonymity, all you get
is sender-receiver unlinkability. Type 1 remailers also
do not provide message padding of fixed lengths. It
is important to pad messages to fixed lengths as an
adversary who can infer information from the length
of a message (i.e. this is an order receipt, or medical
record) decreases anonymity. It is also important to
store all messages received during time period T and
forward them all at once. In this way, any one of
the output messages may have originated from any
one of the inputs. Enter “Mixmaster” [14, 15, 12], or
Type 2 remailers, which implements these features.
To address sender anonymity, Mixmaster also uses
“reply-blocks”. Previously, the only way a receiver
could respond to an anonymous message was if she
knew the sender. A reply-block is a set of instruc-
tion about how to send a piece of e-mail back to the
sender, by using a remailer, or a chain of remailers.
Through the use of reply blocks, sender anonymity
is guaranteed. As of the writing of this paper, the
Mixmaster protocol is an internet draft in the RFC
series [18].

There is one issue that type 2 remailers do not
solve. How does one maintain receiver anonymity?
Senders still address their e-mails to the recipient’s
real e-mail address.

Type 3 remailers address this problem through the
use of “Nymserver” [24, 16]. Type 3 remailers mirror
the functionality of Type 2 servers, with the impor-
tant addition of Nymservers that act as stores of vir-
tual pseudonyms. They simply maintain a mapping
of pseudonyms to return blocks. The return blocks,
as described above, specify how to send a piece of
e-mail back to some end point. Nym servers operate
in a manner that not even the nym server operator
cannot access the recipient address.

Other work has been done on remailers that is
orthogonal to the remailers already described. Ba-
bel [19] is a Type 2 remailer, implemented as a se-
ries of Perl scripts that dates prior to Mixmaster.
They were the first to suggest the use of reply-blocks
and that reply blocks need not have an e-mail ad-
dress endpoint. Instead, it is just as reasonable for
them to end in a newsgroup to further protect re-
ceiver anonymity. This prevents a powerful attacker
from sending a message to a pseudonym and watch-
ing where it travels in the network to find its des-
tination. When the endpoint is a newsgroup, every
member reading the newsgroup becomes the poten-
tial receiver. Babel also used fixed length messages,
along with a chain of mixes, because it is undesirable
to place complete trust in one individual mix. Babel
is also the first to suggest the analogy of an onion
representing a message traveling through a chain of
mixes. A message is encrypted multiple times in such
a way that only each mix can only decrypt a part of



the onion, or message. When a chain of mixes is cho-
sen by the initiator, the message is encrypted in the
reverse order in which it the Mixes will receive it. In
this way, the first mix will be the only one that can
decrypt the outermost encryption layer, unwrapping
or decrypting that layer will tell the first mix whom
to forward it to, along with a smaller onion that only
the second mix can unwrap, and so on.

Mix 1 Layer

s

ix 2 Layer

Figure 2 The layers of an onion. Each layer represents one layer
of encryption that each Mix must “peel” or decrypt. The last Mix
peels off the last layer revealing the message which is delivered to

the receiver.

2.1.2 Anonymizer

Sending e-mail anonymously is great, but perhaps we
would like to surf the web anonymously? Anonymizer
[23] allows anonymous web surfing by acting as an
intermidiary between the user and the real world.
Anonymizer implements a one-hop HTTP proxy that
strips identifying information from a request. In
essence it fetches webpages for the user. To the
contacted server it appears that one of anonymizer’s
servers contacted it. Anonymizer provides anonymity
of the requester, but not the server returning the web-
page.

As only one proxy sits between the user the end
server, it does not provide a high degree of anonymity.
Anonymizer is vulnerable to many of the attacks as
listed in Section 4.

2.1.3 Crowds

Crowds [4] extends the idea of anonymizer by intro-
ducing many computers in the communication path
between the initiator (web-surfer) and the receiver
(the web server). In this manner, no single point of
failure compromises the sender’s anonymity.

When an initiator would like to make an anony-
mous request, they form a path of many proxies.
They first contact a random Mix, or jondo in the
Crowds protocol (pronounced John-Doe). This jondo
creates a random path through the network that this
and all subsequent requests will make. The first
jondo, based on probability p; decides whether to
add another jondo, or forward the request to the end
server. Each jondo participanting makes this decision
independently. The last jondo on the path contacts
the end server, the response from the end server sim-
ply follows the reverse path back to the initiator.

Crowds provides sender anonymity, not receiver, as
the end server is contacted by the last jondo directly.
As long as the sender maintains her anonymity, and
does not reveal personal identifying information in a
request, sender-receiver unlinkability is provided.

2.1.4 Hordes

Hordes [21] builds on the Crowds work, instead of
serving as a proxy for a HTTP connection, the jon-
dos in Hordes serve as proxies for UDP connections.
Path creation work analagous to Crowds, however, a
multicast return is used instead of the reverse path.
When an initiator sends a request, a multicast ad-
dress is picked on which return responses should be
broadcast.

Again Hordes provides sender anonymity, not re-
ceiver, as at some point the last jondo makes a con-
nection to the end receiver. Unless the receiver also
participates in an anonymous protocol, an attacker
may perceive it as receiving data (and possibly re-
sponding). Sender-receiver unlinkability is guaran-
teed if the sender does not betray personal informa-
tion to the receiver.



2.1.5 WebMIX

WebMIX [20] provide a system similiar to Hordes and
Crowds but addresses some of the vulnerabilies in-
herent in mix based systems. In particular, a system
to prevent DoS attacks is presented. In WebMIX
a ticket-based authentication system is presented,
where participants on the network are issued a ticket
to use the network. If the participant desires to
communicate anonymously, she redeems her ticket
and sends her message. This prevents users from
flooding the network with traffic, WebMIX also ad-
dresses Mixes that drop messages or break messages
by changing their contents. Each Mix will digitally
sign each message as a sign that it did not tamper
with the message. When a Mix cannot verify the dig-
ital signature of a given message it flags a signature-
error. Each Mix is then forced to verify that it did
not tamper with the message by publishing the en-
crypted message it received and its decrypted version.
If one Mix cannot verify its correctness, it is dropped,
if all Mixes verify correctness then the intiating user
is dropped. !

2.1.6 Onion Routing and Tor

All the previous protocols focus on making e-mail
or web surfing anonymous. With the exception of
Hordes, the previous protocols focus on making one
aspect of the internet anonymous. This moves us
toward a generalized mix protocol that can handle
any communication on the internet. Onion Routing
[5] relies on a chain of Mixes, or Onion Routers, on
which a participant created onion can travel. It is
suggested that every participant run an Onion Router
so that at least one hop of the network is trusted. 2
When a participant desires to send a message, they
a priori choose a set of Onion Routers, encrypt their
message in the public keys of the Onion Routers and
send the message, or onion on its way.

Tor [17] is the next generation Onion Router which
fixes many of the problems in the Onion Router spec-
ification. Tor separates the line between anonymity

1WebMIX, Java Anon Proxy (JAP) are all part of the same
system and are sometimes used interchangeably
2assuming one’s own machine is trusted

and “data cleansing”. Data cleansing is the process
of removing personal information (e.g. cookies, Ac-
tive X Objects, etc), from message such as requests
to web servers (HTTP). Many web servers will tag
visitors with cookies to track user activity and dis-
cover how often visitors come back. Removal of this
information is important to maintaining anonymity,
Tor suggests the use of Privoxy [11], when using Tor
to communicate anonymously.

Tor implements a SOCKS proxy to support the
idea of a generalized anonymous communication pro-
tocol. A SOCKS proxy accepts requests for connec-
tions to other computers and decides whether to for-
ward the connection or not. Their original purpose
was to allow users to reach resources that may other-
wise be unreachable (e.g. a computer sits in between
a sender and receiver and blocks connections unless
the SOCKS proxy is used). In the case of Tor, the
SOCKS proxy serves as an entry point into the net-
work. Any application that can use a SOCKS proxy
can communicate anonymously.

Tor also addresses the need for “rendevous points”
or the ability to find services anonymously. A rende-
vous point is an Onion Router that contains instruc-
tion about how to contact a receiver anonymously, si-
miliar to a reply-block as described in remailers. Any
user who would like to access the receiver can con-
tact the Onion Router introduction point and request
a session with the receiver who is identified through
means outside of Tor.

Onion Routing tries to make an initiator’s re-
quest appear equally likely to come from any Onion
Router, in this way sender anonymity is provided,
as well as sender-receiver unlinkability. Through the
use and establishment of rendevous points, receiver
anonymity is established.

2.2 DC-Nets and BroadCast Proto-
cols

The following section discusses anonymous broadcast
protocols including Herbivore which uses DC-Nets
to create anonymity and P® which uses pure broad-
casts. Herbivore is not a broadcast protocol in the
sense that every node broadcasts every piece of infor-
mation, it suffices to assign one participant the job



of collecting broadcasts and sending them back to
nodes when all have been collected. DC-Nets can be
setup to work in broadcast node, however it is more
effecient to run a fully-connected DC-Net in a star
topology as shown by [3].
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Figure 3 The four possible outcomes, a.k.a. proof by picture. For
a more formal treatment, I refer the reader to the Appendix A of

Herbivore [3]

Dining Cryptographer Networks [8] (DC-Nets) are
a wonderful way to remain anonymous and stem from
a problem set forth by David Chaum called the Din-
ing Cryptographer’s Problem. The story goes: three
cryptographers are having dinner when the maitre’d
approaches the trio and annouces that the bill will be
paid by one of the cryptographers or the NSA in ad-
vance, but does not know which, and to please enjoy
the dinner. The three cryptographers look at each
other, in only a way cryptographers can look at each
other; it is agreed that the three would like to know
who is paying, but in an anonymous way. They de-
vise a method to determine the payer, so that if it is
one of the cryptographers, they will not know which.

The three secretly flip a coin and share the result
with the neighbor to their right. They each report
the comparison of their coin with the neighbors (to
the left) as either same or different. If one cryptog-
rapher paid, she should misreport her result. If no
one misreports their result, the parity of differences
should be even (either zero or two differences), if one
of the cryptographer’s paid, then the parity would
be odd. The three cryptographers were happy with
their new found ability and continued to enjoy their
dinner.

One important difference between DC-Nets and
Mixes is that DC-Nets provide perfect sender and re-
ceiver anonymity even under the presence of a local
eavesdropper.

2.2.1 Herbivore

Herbivore [3] relies on DC-nets (Dining Cryptogra-
pher Networks) to create anonymity. In Herbivore,
each participant shares a different secret with every
other participant. This shared secret is used as a seed
in a random number generator that generates only ze-
roes and ones. To send anonymous bits, each partic-
ipant uses the random number generator to generate
a zero or one key with every other participant. Each
participant sums the keys along with a zero or one
message that the participant would like to send. The
parity of this sum is broadcast to all other partici-
pants (zero for even, one for odd). Assuming only
one person is communicating an arbitrary message of
one or zero and all others are tranmissiting a mes-
sage of zero, the parity of the sum of all broadcasts
will be that of the sender’s message. This occurs be-
cause each key is summed twice, the sum of all keys
will always have even parity (= 0 mod 2). Without
knowing the keys, it is equally likely that any person
is the initiator.

However, the DC-net is not enough to run the
network. The DC-net does not address who sends
when, or joining or leaving the network. Herbivore
addresses this by dividing communication into three
steps. First, nodes in a group reserve transmission
time. If there are n tranmission slots then each node
will send n anonymous bits, sending a 1 if she would
like to transmit in that slot. Second, actual transmis-



sion occurs. Each node that reserved tramission time
transmits their message in their reserved slot. Last,
an anonymous vote is taken about whether this is the
appropriate time for nodes who wish to leave to do
so. It is important for nodes to leave only when a
mutual agreement of the group is reached for reasons
described in the predecessor attack in section 4. How-
ever, nodes in the network can crash and leave the
network at any time. This will degrade anonymity
a small amount, and this must be tolerated accord-
ingly.

Herbivore uses a star-topology to cut down on the
high amount of communication required to maintain
anonymity. One nodes acts a center for each round,
accepting all communication from every other par-
ticipant and returning broadcasts to the participants.
The center node rotates every round, in a round-robin
fashion, so that no one node has an unfair network
load.

Sender anonymity is guaranteed by DC-nets. It is
equally likely that any member of a clique in Her-
bivore lied about their broadcast. Herbivore pro-
vides a method to address another Herbivore member
through the use of broadcasts. Receiver anonymity is
insured by these broadcasts. By using these together,
sender-receiver unlinkability is also guaranteed.

2.2.2 P°
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Figure 4 P® anonymity tree
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A participant in P® [9] secretly choose a key which
is then hashed to form a P® key K. K is used to map
a participant to a anonymity group using the follow-
ing protocol. Each group in P° is defined by the by
the terminology (b/m) where b is string of zeroes and
ones of m the length of that string. Suppose a par-
ticipant has K = 011001, if she would like to join the
group (01/2), she would choose m = 2, then taking
the high bits of her key K, she would be placed in
(01/2). By using this method, every participant is
then mapped to an anonymity group by their per-
sonal choice m, and the value of the high bits of their
key K. The choice of m is illuminated in a moment.

As the reader can imagine, this grouping forms a
binary tree as in figure 4. When a user would like
to send to a particular group, (b/m), the message
is sent to that group, as well as every other group
having a child/parent relationship with that group.
For example, sending to group (01/2) also broadcasts
to the parents (0/1), (x/0) and the children

{(010/3), (011/3), (0101 /4),
(0100/4), (0110/4), (0111/4), ...}

The choice of m is determined by the user and
should not be revealed. If a participant would like
to initiate communication to another participant of
P® without knowing where they are located in the
broadcast tree, they could first try to send to (x/0),
perhaps with little success because of the large num-
ber of broadcasts that are dropped at this level. The
initiator may then try to recursively dig down one of
the tree branches, for example say, (1/1), then (10/2),
then (100/3), and so forth. When a sender broadcasts
close to the receiver’s actual choice of m, it is sug-
gested they stop answering communication, as any
further digging would effectively shrink the number
of anonymous groups in which she can hide. It follows
that the choice of m and when to stop answering com-
munication should reflect how anonymous one would
like to remain in P?.

Receiver anonymity is provided by the broadcast
nature of P°. To preserve sender anonymity and
sender-receiver unlinkability, each node sends fixed
amount of noise to uniformly distributed locations.



In this manner, it is impossible to determine genuine
traffic from noise.

3 Performance

Depending on the system, a cost for anonymity is
paid in bandwidth, latency, or both. Table 2 shows
the number of bits needed to send one anonymous bit.
m is the group size in the case of Herbivore and P®
and n is the number of entities participating in a path
helping some initiator I communicate in Remailers,
Onion Routing, Anonymizer, Hordes, Crowds, and
WebMIX. d is the depth of the broadcast address in
P? and D is the maximum depth of the broadcast
tree.

Protocol Number of Bits
Anonymizer 2
Remailers (n+1)
Onion Routing (n+1)
Crowds (n+1)
Hordes (n+1)
WebMIX (n+1)
Herbivore 2(m—1)
P° m(2P~4 +d+1)

Table 2: Number of bits required to send one anonymous bit

Anonymizer has the smallest requirment, but also
provides the least anonymity. P° has the largest
requirement, however P° has message dropping al-
gorithm where messages sent higher in the tree are
dropped with increasingly exponential probability.
It is not surprising that Remailers, Onion Routing,
Hordes, and Crowds all have the same bit require-
ment as they are all based loosely on Mixes. Herbi-
vore uses twice that of its equivilents that use Mixes,
but it is important to note that group sizes typically
run larger than the number of entities pariticipating
in Onion Routing and others.

In the Crowds paper, a useful taxonomy for classy-
ing the level of anonymity is proposed. Levine and
Sheilds went on to add a quantitative scale to the
Crowd’s taxonomy. The following taxonomy can be
thought of as a continuum between 0 and 1, with

zero being no anonymity and one being complete pri-
vacy. Pre(x) is the probability that x is the initiator
of some communication from the viewpoint of adver-
sary e. For some anonymous group S, it holds that
YeesPre(xz) = 1. From [21], the anonymity provided
for participant x from adversary e denoted by de 5 (A)
using anonymous protocol A is:

de(A) = Z Pre(y)

yeS#x

e Absolute Privacy - An attacker cannot discern
any communication occured. dg (A) = 1.

e Beyond Suspicion - Signs of communication are
visible to an attacker, the initiator appears no
more likely than other in the protocol d; ¢(A) >
(1-1/15]) and dy,e(A) < dze(A) forall y # x €
S.

e Probable Innocence - An entity is no more likely
to be the initiator than not, although an attacker
suspects one entity is more likely the initiator
1/2 <dye(A) < dye(A) forally#xz e S.

e Exposed - There still exists some probability
the attacker cannot identify the initiator, al-
though this probability is decreasingly small,
0<dse(A) <1/2.

e Provably Exposed - An attacker can prove the
identity of the initiator to others, d; (A) = 0.

4 Vulnerabilities and Security

The end goal of all anonymous system described is
to attain probable innocence, or greater. Absoluate
privacy may never be acheivable, as the internet is a
shared-medium, a powerful adversary may have ac-
cess to all traffic crossing the internet. Below I list
many of the generic attacks an attacker may degrade
the anonymity of a participant from beyond suspicion
to exposed or even worse, provably exposed.

4.1 Predecessor Attack

The predecessor attack works through the combina-
tion of a malicious entity participating correctly in



the protocol and time. It applies to all protocols ex-
cept for a fully connected DC-Net (like Herbivore).
In [6], Wright shows, given enough time and collab-
orators, the probability of identifying an initiator I
with a responder R approaches arbitrarily close to 1
as time approaches infinity. The proof assumes [ is
the only one communicating with R. Malicious nodes
sit on the network and record the likely initiators of
a communication when R is involved as the receiver.
Over time, the probability of I being the initiator will
approach 1 as I will appear in the possible initiator
set more often than any other initiator.

In other words, by using the receiver as a refer-
ence, we record all possible initiators when that re-
ceiver is contacted. We discover the initiator who
appears the largest number of times in the inter-
section of all sets of possible initiators. This at-
tack works because anonymity groups must be re-
formed every so often as people leave and join the
anonymity group, and initiators will often contact the
same receiver (e.g. an initiator reading the news at
http://www.slashdot.org/ every day). This demon-
strates a need for participants to participate in the
protocol as long as possible, even if they are not
actively using it. This keeps paths from being re-
formed, which would change the set of possible initia-
tors. This goal often conflicts with new participants
joining the network, when they join, they force ev-
eryone to create new paths. If path reformation does
not happen when a participant joins, then any new
path could be attributed to that participant.

By using the predecessor attack, an adversary can
degrade a participant’s anonymity in any protocol to
exposed (0 < dy.(A) < 1/2), but never provably
exposed, as there is always the tinest chance the ini-
tiator appears most often by coincidence.

4.2 Denial of Server (DoS) Attacks

Denial of Service attacks are a concern for anonymous
systems as they are for all systems connected to a
shared-medium network. Since the communication is
anonymous, a malicious user conducting a denail of
service attack is also anonymous, and undetectable.
Tronically, the fully connect DC-nets which are re-
silient to the predecessor attack are most vulernable

to anonymous DoS attacks. These attacks can work
in many modes, the malicious node(s) can flood the
network with random traffic, follow the protocol but
use all the transmission time, act slowly in proto-
cols such as Herbivore where all broadcasts must be
collected before continuing, or simply refuse to pass
along broadcasts and drop requests all together.

All protocols are vulnerable to DoS attacks, some
protocols handle DoS attacks more gracefully than
others. Tor suggests robustness of the network to
mitigate DoS attacks, while Herbivore suggests if
a group is running too slowly, to simply join an-
other group. Herbivore is vulnerable to DoS attacks
through reserving too many transmission slots, or by
creating a collision during the transmission phase.
Herbivore forces users to join a random anonymity
group and provides a rate-limiting scheme to prevent
too many malicious nodes from joining a group at
once. As a result, it is hard to DoS a specific group
in Herbivore. 3

Crowds, Hordes, and Remailers make no effort
to defend against DoS attacks [4, 21]. Attacks
against the network results in increased communica-
tion times and possibly communication, or e-mail be-
ing dropped. A novel way to defend against DoS at-
tacks is introduce a ticket-based system. Every client
is issued so many tickets that they redeem for time
on the network, as in WebMIX. However, it does not
address a powerful attacker who has the ability to
create an unlimited number of virtual identities, and
collect a large number of tickets.

4.3 Sybil Attacks

A powerful attacker who can create a large number
of virtual identities segues into a larger vulnerability
called a “Sybil Attack” [22]. The Sybil Attack oc-
curs when large number of malicious nodes (or forged
nodes) join the network in a short time interval in or-
der to use the protocols method for joining to create
a DoS on itself, or flood out a legitimate user joining
within the same time period, thus compromising the
lone legitimate user’s anonymity.

31t is still possible to DoS a user if their IP address is known,
the Herbivore protocol makes it difficult to DoS a specific user
anonymously



Herbivore mitigates this problem without identify-
ing the malicious user by limiting the rate at which
new participants can join a given group. This pre-
vents honest nodes from being crowded and forces the
attacker to spend an enormous amount of resources
if she would like to crowd out an honest node.

P5 allows a Sybil attack as each participant may
choose which broadcast group they join through a
dictionary attack on the keys. Onion Routing allows
the pariticipant to choose the path their onion will
follow through the network. Through creating many
identities or controlling many computers, an adver-
sary can control large portions of a Hordes, WebMIX|
Crowds, or remailer network.

A successful Sybil Attack will either degrade the
protocol’s preformance, or degrade a participant’s
anonymity to exposed, or worse provably exposed in
the case where malicious user(s) are able to crowd
out all but one legitimate user.

4.4 Local Eavesdropper

Local eavesdropper are a problem in protocols where
every participant is not sending and receiving uni-
formly. For example, when an initiator in the
Onion Protocols desires to communicate, a first out-
bound connection must be made. A local eaves-
dropper can detect this, although in the Onion Pro-
tocol, encryption is used to hide the communica-
tion contents, so the attacker cannot tell what is
being said. Even though receiver anonymity, and
sender-receiver unlinkability has been maintained,
the senders anonymity is compromised. If the at-
tacker is powerful enough to access other network
traffic, the attacker can use the timing of the sender’s
message to determine a probable list of recipients.
Onion Routing, Hordes, Crowds, Hordes, and Web-
MIX are especially vulnerable to this as try to main-
tain real-time communication. Remailers are vulner-
able to a lesser degree since it is not critical that
e-mail be delivered in real-time. Remailers can take
hours or even days to deliver pieces of mail which
lowers the correlation between inputs and output.
Herbivore and P5 do not fall into this category as
the protocols require participants to broadcast zero
or null messages when they have nothing to send.
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Both use broadcasts to receive messages, every par-
ticipant becomes a potential receiver.

5 Conclusion and Discussion

This survey of anonymous protocol raises many ques-
tions about anonymous protocols, their use, and fu-
ture which is now discussed.

Do common users know how to use anonymous pro-
tocols, why they would need them, or where to go if
they did need anonymity?

How do we prevent malicious participants from de-
grading the protocol when they are doing so anony-
mously? Is it possible to prevent nefarious activity
when participants remain anonymous? Despite the
many good uses listed in Section 1, anonymity and
the protocols that create it may find nefarious use
in planning terrorist plots, distributing copyrighted
material, or launching an attack on hosts on the in-
ternet. This behavior existed before anonymous pro-
tocols and will exist with or without anonymous pro-
tocols. It does raise the questions, can we detect
people who are misbehaving anonymously, or even
should we?

From a technical standpoint, is it possible to pre-
vent the predecessor attack on long lived or reoccur-
ing transactions? In Mix based systems, does creat-
ing the path on the fly provide like in Crowds cre-
ate better anonymity that creating it a priori as in
Onion Routing? Is there a quantitative trade off be-
tween anonymity, bandwidth, and latency? Is it pos-
sible in an anonymous protocol to make other partic-
ipants seem probably innocent so that the true ini-
tiator seems beyond suspicion?

Despite the many open questions with anonymous
protocols, good progress is being made. As noted,
The Mixmaster protocol is on track to become a RFC,
and has public interfaces available to send anonymous
e-mail. A public implementation of the Onion Router
exists for anyone who would like to run one. As of the
time of this writing there are 36 Onion Routers oper-
ating on the internet [2]. Hopefully the future will see
raised public awareness, and greater access to public
interfaces, where we will need not fear censorship and
privacy will as free and open as the internet itself.
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